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1 Son 13 yilin tiim Apache Tomcat siiriimlerini et-
kileyen giivenlik agigi1 ortaya cikti: Ghostcat

CAT

Sekil 1: Ghostcat Maskotu. Son yillarda artik giivenlik agiklarinin da mas-
kotunun olmas1 moda oldu.

Cinli siber giivenlik firmas1 Chaitin Tech tarafindan ortaya c¢ikan bu gii-
venlik acig sayesinde kotii amaclh kisiler sunucunuzdaki dosyalar: okuyabilir,
hatta bazi durumlarda ise yazabiliyor. 2007 yilindan bu yana ¢ikmig biitiin
Apache Tomcat versiyonlarini kapsayan bu acik Java ile geligtirilmig web uy-
gulamalarini tehdit ediyor. Bulan aragtirmacilar ise agiga "Ghostcat" ismini
vermigler. Acigin uluslararasi kodu ise CVE-2020-1938.

Aslhinda agigin asil kaynagi Apache Tomcat’in i¢inde kullanilan bir AJP
isimli par¢adan kaynaklaniyor. Acilimi Apache JServ Protocol olan bu parca,
sunucunun diger Tomcat ya da Apache HT'TPD sunucular ile veri aligverisi
yapabilmesine yariyormus. Bu parca tiim Tomcat sunucularinda varsayilan
olarak acik geliyor ve 8009 numarali port iizerinden yayin yapiyor. Bu agik
sayesinde hackerlar sunucunuzun ayar dosyalari okuyup, bir takim hassas
verileri calabilirler. Eger sunucunuzda kullanicilarin dosya yiiklemesini sag-
layan bir mekanizma varsa bu acik sayesinde kotii amach kisiler sisteminize
bir takim zararli yazilimlar da enjekte edebiliyorlar.

Ac¢ig1 bulan firma ve Apache Tomcat birlikte ¢aligmiglar ve agigr kapatan
siiriim giincellemelerini yayimlamiglar fakat bu giincellemeler sadece Tomcat


https://teknoseyir.com/blog/yazilim-gundemi-2020-08
https://www.zdnet.com/article/ghostcat-bug-impacts-all-apache-tomcat-versions-released-in-the-last-13-years/
https://www.chaitin.cn/en/ghostcat
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1938
https://tomcat.apache.org/security-7.html#Fixed_in_Apache_Tomcat_7.0.100
https://tomcat.apache.org/security-7.html#Fixed_in_Apache_Tomcat_7.0.100

7.x, Tomcat 8.x ve Tomcat 9.x siirlimleri icin yayinlandi. Diger siiriimler
hayatlarinin sonuna gelmis (End of Life) olduklar i¢in o siiriimler i¢in giin-
celleme gelmeyecek.

Hangi sunucularin etkilendigini tespit etmek gii¢ olsa da BinaryEdge fir-
masina gore yaklagik bir milyondan fazla Tomcat sunucusu su an internette
yvayin yapmakta. Ayni zamanda Java ile web uygulama geligtirmeye yara-
yan Spring Boot kiitiiphanesinin de bu ac¢iktan etkilenenler arasinda oldugu
sOyleniyor.

Eger sizin de Apache Tomcat iizerinden yayin yapan web uygulamalariniz
varsa en kisa zamanda son siiriime giincellemenizi giddetle tavsiye ederim.

2 Safari yakinda 13 aydan uzun gecerliligi olan ser-
tifikalar1 kabul etmemeye baslayacak

Apple ekosisteminin varsayilan tarayicisi olan Safari, ge¢tigimiz haftalarda
diizenlenen 49’uncu CA /Browser Forum’unda yeni bir kural duyurdu: "Eger
sertifikanin gegerlilik tarihi 13 aydan fazla (398 giin) ise reddedecegim". Yani
demek oluyor ki web sitenizin HTTPS sertifikasint her yil yenilemezseniz
Safari tarayicist kullanicilarina "bu site giivenli degil" uyarist gosterecek.

Certificate

github.com DigiCert SHA2 Extended Validation Server CA DigiCert High Assurance EV Root CA

ect Name
Category Private Organization
. Country US
Inc. State/Province Delaware

Serial Number 5157550

Subj;
Business

Locality San Francisco
Organization GitHub, Inc.
Common Name ~ github.com

Issuer Name
Country US
Organization DigiCert Inc
Organizational Unit www.digicert.com
Common Name DigiCert SHA2 Extended Validation Server CA

Validity
Not Before 5/8/2018, 3:00:00 AM (GMT+03:00)
Not After 6/3/2020, 3:00:00 PM (GMT+03:00)

Subject Alt Names
DNS Name ~github.com
DNS Name wwiw.github.com

Sekil 2: GitHub'’in giincel sertifika bilgileri


https://tomcat.apache.org/security-7.html#Fixed_in_Apache_Tomcat_7.0.100
https://tomcat.apache.org/security-7.html#Fixed_in_Apache_Tomcat_7.0.100
https://tomcat.apache.org/security-8.html#Fixed_in_Apache_Tomcat_8.5.51
https://tomcat.apache.org/security-9.html#Fixed_in_Apache_Tomcat_9.0.31
https://snyk.io/blog/ghostcat-breach-affects-all-tomcat-versions/
https://snyk.io/blog/ghostcat-breach-affects-all-tomcat-versions/
https://thenextweb.com/security/2020/02/24/safari-will-soon-reject-any-https-certificate-valid-for-more-than-13-months/
https://thenextweb.com/security/2020/02/24/safari-will-soon-reject-any-https-certificate-valid-for-more-than-13-months/
https://cabforum.org/

Certificate

www.microsoft.com Microsof ft IT TLS CA 5 Baltimore CyberTrust Root

Validity
Not Before 10/22/2019, 1:04:04 AM (GMT+03:00)
Not After 10/22/2021, 1:04:04 AM (GMT+03:00)

Subject Alt Names.
DNS Name

Sekil 3: Microsoft'un giincel sertifika bilgileri

GitHub ve Microsoft gibi biiyiik sirketler de fazla ugragmamak i¢in HI'TPS
sertifikalarini 2 yillik ahiyor. Eger Safari bu kararindan geri adim atmazsa
Microsoft ve GitHub da sertifikalarini yenilemek zorunda kalacak.

Safari’nin neden boyle bir karar aldigimi anlamak gii¢. Let’s Encrypt gibi
iicretsiz sertifika saglayan otoritelerin otomatik yenileme araclar: olsa da di-
ger otoritelerin boyle bir ¢dzimi var mi emin degilim. Sizler de Safari’nin
bu yeni kuralindan etkilenmek istemiyorsaniz aktif web sitelerinizin HT'TPS
sertifikalarimin gecerlilik siirelerini kontrol edin.

3 GitHub Ogrenci Gelistirici Paketi 100+ iicretsiz
servis ve arac¢ sayisina ulasti
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GitHub'in yaklagik 6 yil vermeye bagladigiy bu paket, bu hafta eklenen
14 teklifle birlikte 100’den fazla iicretsiz servis ve araci dgrenci geligtirici-


https://github.blog/2020-02-25-over-100-partners-to-help-you-succeed-with-the-github-student-developer-pack/

lerle bulugturmaya devam ediyor. Universiteniz size .edu ya da .edu.tr ile
biten bir mail adresi veriyorsa bu paketten siz de yararlanabiliyorsunuz. Bu
adresten paketi almak icin bagvuru yapabilirsiniz. Genelde ¢ok kisa bir siire
iginde aktif oluyor paketiniz ve igerisinde gelistirme yaparken kullanabilece-
giniz bircok arac ve hizmet var. Ben de iiniversiteyken almigtim ve birgok
avantajindan faylanmistim. Ogrenci arkadaglarin mutlaka goz atmasini ve
paketi almalarim tavsiye ederim. Sektére hazirlik i¢in ¢ok faydah olacak.
Eger tiniversiteniz bu .edu ya da .edu.tr ile biten e-posta adresi saglamiyorsa
gerekli mercilere bagvurarak israrla isteyiniz:)

Ayrica bu hafta icerisinde GitHub’a ¢ok satirli kod 6nerme &zelligi de
beta olarak yayinlandi.

4 .NET Core 3 siiriimii 3 Mart’da emekliye ayrili-
yor

Microsoft’un acik kaynak olarak geligtirmeye devam ettigi .NET ekosistemi-
nin ana parcasi olan .NET Core’un 3 numaral siirimii 3 Mart’tan itibaren
emekliye ayriliyor. Bu da demek oluyor ki bundan sonra .NET Core 3 sii-
rimii i¢in destek sunulmayacak. Microsoft onun yerine gectigimiz aylarda
LTS (Long-term Support - Uzun dénemli destek) olarak duyurdugu 3.1 sii-
riimiine ge¢meyi tavsiye ediyor.

Bu siirtim giincellemesini yapmak igin .csproj, .vbproj ya da .fsproj
ile biten proje dosyasiniz1 acip icerisindeki su satiri:

XML
<TargetFramework>netcoreapp3.0</TargetFramework>

sununda degigtirebilirsiniz:

XML
<TargetFramework>netcoreapp3.1</TargetFramework>

Eger hali hazirda .NET Core 3 ile ¢aligan bir uygulamaniz varsa o kadar
da acele etmenize gerek yok fakat yavag yavas siirlim yiikseltmeye hazirlan-
maniz sizin icin iyi olacaktir.

5 VuelJS Belgeseli yayinlandi

Popiiler JavaScript kiitiiphanelerinden biri olan VueJS’in hikayesini geligti-
ricisi Evan You ve katki saglayan diger gelistiricilerinden agzindan dinlemek
icin su YouTube videosunu izleyebilirsiniz.


https://education.github.com/pack
https://education.github.com/pack
https://github.blog/changelog/2020-02-26-multi-line-code-suggestions-beta/
https://devblogs.microsoft.com/dotnet/net-core-3-0-end-of-life/
https://devblogs.microsoft.com/dotnet/net-core-3-0-end-of-life/
https://www.youtube.com/watch?v=OrxmtDw4pVI

6 Qt, Visual Studio Linux destegi icin c¢alismaya

baglamig

C—++ ile platformlar-aras: uygulama geligtirmeye yarayan uygulama gatis1 Qt
gectigimiz haftalarda yayimmlandigi blog yazisiyla birlikte Visual Studio Linux
stiriimii icin de Qt destegi sunmak icin cahigtiklarim duyurdu. Ilk siiriimiiniinii
bu yilin yaz aylarinda yayinlamay: planhiyorlarmis. Bu sayede zaten bircok
platform i¢in destek sunan Qt, kapsamini daha da genigletmis olacak.

7 Yaklasan Etkinlikler

Etkinlik Ismi Yeri Tarihi

Yurt Diginda Yazilimer Olmak! Istanbul | 2 Mart 18:30
Siber Giivenlik ve BT Denetiminde Kariyer Istanbul | 3 Mart 18:00
Dealing with Errors on JVM with e Istanbul | 3 Mart 19:00
Prometheus ve Grafana ile Metrik Olusturma ve | Istanbul | 4 Mart 18:30
Gorilintiilleme

AWS Meetup No.46 - AWS ve Giivenlik Istanbul | 4 Mart 19:00
Microservice with Azure Kubernetes Service and | Istanbul | 5 Mart 13:00
Azure Devops

Nedir Bu DevOps Dedikleri Ankara 5 Mart 19:00
Private Kubernetes Cluster Automation with | Istanbul | 5 Mart 19:00
Terraform

Functional Programming Istanbul 001 Istanbul | 5 Mart 19:30
Kuantum Programlamaya Girig Atolyesi Istanbul | 7 Mart 09:00
WTM Tekirdag TWD 2020 Tekirdag | 7 Mart 10:00
Google Cloud Run Workshop Istanbul | 7 Mart 14:00
Tanigma ve Kaynagma Bulugmasi (R-Ladies An- | Ankara | 7 Mart 13:00
kara)

GCP Projects, Service Account And Billing & | Izmir 8 Mart 13:00
Intro to Computing in GCP

Firebase Study Jam Manisa | 10 Mart 12:00
Kubernetes’e Girig StudyJam Ankara 10 Mart 18:00
Serverless Mindset and Serverless Data Analy- | Ankara 12 Mart 18:30
tics

Kotlin Reactive Programing-Coroutines Istanbul | 12 Mart 19:15
Containers for Java Devs - Mohammed Aboul- | Istanbul | 12 Mart 19:15

laite

Devami sonraki sayfada



https://devblogs.microsoft.com/cppblog/qt-to-support-visual-studio-linux-projects/
https://devblogs.microsoft.com/cppblog/qt-to-support-visual-studio-linux-projects/
https://www.qt.io/blog/cross-platform-development-with-qt-and-visual-studio
https://www.eventbrite.com/e/yurt-dsnda-yazlmc-olmak-tickets-97277791493
https://www.eventbrite.com/e/siber-guvenlik-ve-bt-denetiminde-kariyer-registration-96218045765
https://www.meetup.com/DevTest-Community/events/269032606/
https://kommunity.com/devops-turkiye/events/prometheus-ve-grafana-ile-metrik-olusturma-ve-goruntuleme
https://kommunity.com/devops-turkiye/events/prometheus-ve-grafana-ile-metrik-olusturma-ve-goruntuleme
https://www.meetup.com/AWS-User-Group-Turkey/events/268979622/
https://www.meetup.com/Microsoft-Giri%25C5%259Fimcilik-Bulu%25C5%259Fmalar%25C4%25B1/events/268504717/
https://www.meetup.com/Microsoft-Giri%25C5%259Fimcilik-Bulu%25C5%259Fmalar%25C4%25B1/events/268504717/
https://www.eventbrite.com/e/nedir-bu-devops-dedikleri-tickets-95894584283
https://www.meetup.com/Istanbul-Hackers/events/268983054/
https://www.meetup.com/Istanbul-Hackers/events/268983054/
https://kommunity.com/fp-istanbul/events/functional-programming-istanbul-001
https://www.meetup.com/QWomen-%25C4%25B0stanbul/events/268233749/
https://www.meetup.com/gdgtekirdag/events/268421016/
https://www.meetup.com/GDG-Cloud-Istanbul/events/268749560/
https://www.meetup.com/rladies-ankara/events/269092053/
https://www.meetup.com/rladies-ankara/events/269092053/
https://www.meetup.com/GDG-Cloud-Izmir/events/268749612/
https://www.meetup.com/GDG-Cloud-Izmir/events/268749612/
https://www.meetup.com/GDG-Manisa/events/268736708/
https://www.meetup.com/gdg-cloud-ankara/events/269089185/
https://kommunity.com/cloud-and-serverless-turkey/events/serverless-mindset-and-serverless-data-analytics-getir-ankara
https://kommunity.com/cloud-and-serverless-turkey/events/serverless-mindset-and-serverless-data-analytics-getir-ankara
https://www.meetup.com/trendyol/events/268292201/
https://www.meetup.com/Facebook-Developer-Circle-Istanbul/events/269082757/
https://www.meetup.com/Facebook-Developer-Circle-Istanbul/events/269082757/

Onceki sayfadan devam ediyor

Etkinlik Ismi Yeri Tarihi

Java Day Pre-Conference Istanbul | 13 Mart 13:00
Merkeziyetsiz Uygulamalar(dApps) Gelistirme | Istanbul | 13 Mart 19:00
Test: Biligsim Kahvesi Lab Istanbul | 13 Mart 19:30
Java Day Istanbul 2020 Istanbul | 14 Mart 08:00

8 Diger Haberler

e Let’s Encrypt, 1 milyar sertifika rakamina ulagti.

e JetBrains 20 yasinda.

e JetBrains, Kotlin Census 2019 Anketini baglatti.

e Microsoft, Koronaviriis nedeniyle Game Developer Conference 2020 et-
kinligini iptal etti. Facebook’da kendi geligtirici konferansini ayni ne-

denle iptal etti. RubyKaigi 2020 etkinligi de iptal edildi.

e Facebook, deneysel Javascript arag kutusunu acik kaynak olarak ya-

yinladi: Rome.

e Netflix, kriz yonetim sistemini agik kaynak hale getirdi: Dispatch.

e Google, Cloud sistemi i¢in monitérleme panellerinin API’sini duyurdu:
Stackdriver Cloud Monitoring dashboards API.

e Ozgiir Yazilim Vakfi, 2020 yili icinde kendi kod barindirma, platformunu

ayaga kaldiracagini duyurdu.

e JPEG komitesi yapay zeka bazli resim sikigtirma i¢in ¢agrida bulundu.

e Android Studio ve araglarimin yeni versiyonlar: yayinlandi:

— Android Studio 3.6.1
— Android Studio 4.1 Canary 1
— Android Studio 4.0 Beta 1

— Android Emulator 30.0.2, HAXM 7.5.6 ve Hypervisor 1.4

e TypeScript 3.8 Final siiriimii yaymlandi.

e Go programlama dilinin 1.14 siirtimii yayinlanda.



https://www.meetup.com/Istanbul-Java-User-Group/events/268426411/
https://kommunity.com/devnot-yazilimci-bulusmalari/events/merkeziyetsiz-uygulamalardapps-gelistirme
https://kommunity.com/btorgtr/events/test-bilisim-kahvesi-laboratuari
https://www.meetup.com/Istanbul-Java-User-Group/events/267956332/
https://letsencrypt.org/2020/02/27/one-billion-certs.html
https://www.jetbrains.com/company/annualreport/2019/
https://surveys.jetbrains.com/s3/e4-kotlin-census-2019
https://www.gematsu.com/2020/02/microsoft-cancels-gdc-2020-presence-due-to-coronavirus-concerns
https://www.gematsu.com/2020/02/microsoft-cancels-gdc-2020-presence-due-to-coronavirus-concerns
https://www.theguardian.com/technology/2020/feb/27/facebook-f8-coronavirus-san-francisco-health
https://www.theguardian.com/technology/2020/feb/27/facebook-f8-coronavirus-san-francisco-health
https://esa-pages.io/p/sharing/68/posts/1006/b15a58c675f5a69d06e5.html
https://twitter.com/sebmck/status/1232885861135421441
https://twitter.com/sebmck/status/1232885861135421441
https://github.com/facebookexperimental/rome
https://medium.com/NetflixTechBlog/introducing-dispatch-da4b8a2a8072%0A
https://github.com/Netflix/dispatch
https://cloud.google.com/blog/products/management-tools/introducing-the-cloud-monitoring-dashboards-api
https://cloud.google.com/monitoring/dashboards/api-dashboard
https://www.fsf.org/blogs/sysadmin/coming-soon-a-new-site-for-fully-free-collaboration
https://jpeg.org/items/20200217_press.html
https://androidstudio.googleblog.com/2020/02/android-studio-361-available.html
https://androidstudio.googleblog.com/2020/02/android-studio-41-canary-1-available.html
https://androidstudio.googleblog.com/2020/02/android-studio-40-beta-1-available.html
https://androidstudio.googleblog.com/2020/02/emulator-3002-canary-haxm-756-and-amd.html
https://devblogs.microsoft.com/typescript/announcing-typescript-3-8/
https://tip.golang.org/doc/go1.14

e OCaml programlama dilinin 4.10 siiriimii yayimnlandi
e Nim Topluluk Anketi 2019 sonuglar1 yayinlandi.

e Rust dili i¢in profilleyici tanitildi.

e R programlama dili 20 yaginda.

e CouchDB 3.0 siiriimii yaymlandi.

e Swift takimi, ArgumentParser kiitiiphanesini duyurdu.
e Tech Debt Developer anketi sonuglar: yayinlandi.

e State of Clojure 2020 anketi sonuglar yayinlandi.

e C++ kitiiphanesi EnTT, 3.3.0 siiriimiinii yaymladi.
e [Redis aracinin 1.2.0 siirtimii ¢ikti.

e XMake v2.3.1 siiriimii yayinlanda.

e Scala.JS kiitliphanesinin ilk stabil siiriimii 1.0.0 ¢ikt1.

e Tarayici {izerinde galisan metin editorii edtr.io tanitildi.
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9 Lisans


https://discuss.ocaml.org/t/ocaml-4-10-released/5194
https://nim-lang.org/blog/2020/02/18/community-survey-results-2019.html
https://blog.rust-lang.org/inside-rust/2020/02/25/intro-rustc-self-profile.html
https://twitter.com/_R_Foundation/status/1233671896144793600
https://blog.couchdb.org/2020/02/26/3-0/
https://github.com/apple/swift-argument-parser
https://swift.org/blog/argument-parser/
https://codeahoy.com/2020/02/17/technical-debt-survey/
https://clojure.org/news/2020/02/20/state-of-clojure-2020
https://github.com/skypjack/entt/releases/tag/v3.3.0
https://github.com/laixintao/iredis/releases/tag/v1.2.0
https://tboox.org/2020/02/23/xmake-update-v2.3.1/
https://www.scala-js.org/news/2020/02/25/announcing-scalajs-1.0.0/
https://edtr.io/blog
https://erenhatirnaz.github.io
http://creativecommons.org/licenses/by-nc-sa/4.0/
http://creativecommons.org/licenses/by-nc-sa/4.0/
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